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Use statistical properties of neural networks

Our approachThe Problem
Cryptographic Proofs

Existing Technical Solutions
AI Models are too big for cryptographic proofs

The Technical Problem
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Hey AI Agent, 
what stock 

should I buy?

ACME is a 
good 

choice

How can we trust the 
AI’s recommendation?

We can assume the model has been certified by a “trusted authority”; But 
we do not run the model. Usually we query an Internet server (e.g. Google) 

who is supposed to run the right model. 
How do we know if the certified model is being run?

XYZ

AI

ACME

What stock 
should I 

buy?

What stock should I buy? 
Prove your 

recommendation is 
computed according to 
the NYSE approved AI 

model

ACME
Here is a proof I 
used a  NYSE 

approved model

AI Bad 
AI

AI

Is the output from 
the certified  

model?

Model D

Model D’

Program P

Classical Result in Cryptography: Given any 
program P and an input X it is possible to prove 

that Y=P(X) to a “Verifier” who runs in much 
less time than re-executing P on X

Y=P(X) Proof

Model D

X

Technology is being used to verify the integrity of 
computations performed on untrusted cloud servers and 

to scale blockchain applications

This includes startups working on the verification of the 
behavior of AI agents via the use of cryptographic proofs

To compute a proof the Prover must compute many 
expensive cryptographic operations, a number that 

grows with the size of the program being proven

Y=P(X) Proof
X

Neural Networks can be very large. High complexity: many 
neurons/connections. Too many cryptographic 

computations needed to produce a proof. 

??

Our idea
Prove that the AI model is close to the certified one

What stock should I buy? 
Prove your 

recommendation is 
computed according to 
the NYSE approved AI 

model

ACME
Here is a proof that 
the model approved 

by NYSE would most 
likely agree

AI

If two networks behave very differently, their neurons must follow 
very different activation distributions 

Functional vs Representational Similarity of Neural Networks

Input
Picture

✔

✔

✔

✔

✔

✔

Only checkmarked neurons have identical values, the others have different activations 

Our conjecture: Random Spotchecking of internal neurons.
Instead of checking that all the neurons are activated according to the certified 
model, check the property for a random subset of appropriate size/structure.

This test should detect a prediction computed according to a very different model.

A cryptographic proof now must be run on a much 
smaller program, a randomly selected “sub-model”, 

requiring a lot less expensive cryptographic operations
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